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07/07/2017 to 09/15/2026 

AskReply Inc dba B2Gnow SaaS 

Calibre Systems, Inc. SaaS 

Capgemini America Inc PaaS, IaaS, and SaaS 

Carahsoft Technology Corporation (Carahsoft) PaaS, IaaS, and SaaS 

CherryRoad Technologies, Inc. (CherryRoad) PaaS, IaaS, and SaaS 

Dell Marketing L.P. PaaS and SaaS 

DLT Solutions PaaS, IaaS, and SaaS 

EC America Inc IaaS 

Environmental System Research Institute, Inc. (ESRI) PaaS, IaaS, and SaaS 

Hewlett Packard Enterprise Company PaaS, IaaS, and SaaS 

Insight Public Sector, Inc. (Insight) PaaS, IaaS, and SaaS 

International Business Machines Corp PaaS, IaaS, and SaaS 

Kyndryl Inc IaaS 

Oracle America Inc PaaS, IaaS, and SaaS 

SHI International Corp PaaS, IaaS, and SaaS 

Unisys Corporation PaaS, IaaS, and SaaS 

 
VENDOR CODES for annotation on purchase orders are obtainable from the Alphabetical Vendor Edit 
Table available at your department’s fiscal office. Agencies are cautioned that the remittance address on 
an invoice may be different from the address of the vendor code annotated on the purchase order. 
 
COMPLIANCE PURSUANT TO HRS §103D-310(c). Prior to awarding this contract, the SPO verified 
compliance of the Contractor(s) named in the SPO Vendor List Contract No. 17-18. No further compliance 
verification is required prior to issuing a contract, purchase order, or pCard payment when utilizing this 
contract. 

 
PURCHASING CARD (pCard).  The State of Hawaii Purchasing Card (pCard) is required to be used by the 
Executive departments/agencies, excluding DOE, HHSC, OHA and UH for orders totaling less than $2,500. 
For purchases of $2,500 or more, agencies may use the pCard, subject to its credit limit, or issue a purchase 
order. 
 
PURCHASE ORDERS may be issued for purchases $2,500 or more, and for Contractors who either do not 

accept the pCard, set minimum order requirements before accepting the pCard for payment, or charge 

its customers a transaction fee for the usage. 

 

SPO VL Contract No. 17-18 & MASTER AGREEMENT NO. AR3087 (Armedia LLC), AR3088 (AskReply Inc), 

AR3089 (Calibre Systems, Inc), AR3090 (Capgemini America Inc), AR2472 (Carahsoft Technology 

Corporation), AR2476 (CherryRoad Technologies, Inc.), AR2495 (Dell Marketing L.P.), AR2480 (DLT 

Solutions), AR2496 (EC America Inc), AR2482 (Environmental Systems Research Institute, Inc.), AR3104 

(Hewlett Packard Enterprise Company), AR2485 (Insight Public Sector, Inc.), AR3107 (International 

Business Machines Corp), AR3710 (Kyndyl, Inc), AR2487 (Oracle America, Inc.), AR2488 (SHI International 

Corp), or AR2492 (Unisys Corporation) will be typed on purchase orders issued against this vendor list 
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DEFINITIONS 
 
Infrastructure as a Service (IaaS) is defined the capability provided to the end user to provision processing, 
storage, networks, and other fundamental computing resources where the consumer is able to deploy 
and run arbitrary software, which can include operating systems and applications. The end user does not 
manage or control the underlying cloud infrastructure but has control over operating systems, storage, 
deployed applications; and possibly limited control of select networking components (e.g. host firewalls). 
 
Platform as a Service (PaaS) is defined as the capability provided to the consumer to deploy onto the 
cloud infrastructure end user created or-acquired applications created using programming languages and 
tools supported by the provider. This capability does not necessarily preclude the use of compatible 
programming languages and tools supported by the provider. This capability does not necessarily preclude 
the use of compatible programming languages, libraries, services, and tools from other sources. The end 
user does not manage or control the underlying cloud infrastructure including, network, servers, 
operating systems, or storage, but has control over the deployed applications hosting environment 
configurations. 
 
Service Level Agreement (SLA) means the SLA obligations the service provider publishes in its service 
terms or a written agreement between both the Purchasing Entity and the Contractor that is subject to 
the terms and conditions and relevant Participating Addendum unless otherwise expressly agreed in 
writing between the Purchasing Entity and the Contractor. SLA’s should include: (1) the technical service 
level performance promises, (i.e. metrics for performance and intervals for measure), (2) description of 
service quality, (3) identification of roles and responsibilities, (4) remedies, such as credits, and (5) an 
explanation of how remedies or credits are calculated and issued. 
 
Software as a Service (SaaS) is defined as the capability provided to the consumer to use the service 
providers, Contractor’s or third party applications available in the service provider’s marketplace running 
on a Contractor’s infrastructure (commonly referred to as “cloud infrastructure). The applications are 
accessible from various client devices through a thin client interface such as a Web browser (e.g., Web-
based email), or a program interface. The consumer does not manage or control the underlying cloud 
infrastructure including network, servers, operating systems, storage, or even individual application 
capabilities, with the possible exception of limited user-specific application configuration settings. 
 
Fulfillment Partner means a third-party contractor qualified and authorized by Contractor, and approved 
by the Participating State under a Participating Addendum, who may, to the extent authorized by 
Contractor, fulfill any of the requirements of this Master Agreement including but not limited to providing 
Solutions under this Master Agreement and billing Customers directly for such Solutions. 

 
MASTER AGREEMENT OVERVIEW 

 
Data Security  
 

 Cloud Security Alliance recommendations were incorporated into the RFP requirements. 
o Must meet NIST characteristics (i.e. be a true cloud service provider) 
o Must meet security requirements, which leverage the following cloud-focused security 

frameworks: 
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 CSA STAR 
 ISO/IEC 27017 
 NIST SP 800-53 (basis for FedRAMP) 

 
Data classification: 1st step in determining the security controls. CIO’s should consider: 

 Understand the Breach Notification Laws (for PII or personally identifiable information) in your 

jurisdiction – 47 out of 50 States have this laws (exceptions are Alabama, New Mexico, South 

Dakota). 

 Determine the sensitivity of the data and if PII is involved 

 Risk level set by consequences of exposure 

 Most frameworks use three tier classification model (e.g. Low, Medium, High; Official, Secret, 

Top Secret) 

Data Classification and Security Controls 

 Understand the customer’s responsibilities (e.g. for IaaS and PaaS, customer defines 

requirement for encryption) 

 Leverage industry standard certifications to demonstrate compliance for cloud security controls, 

use information from Cloud Security Alliance tools to short-list vendors. Review may not comply 

with the specific controls that your organization needs. 

 Identify specific controls and request additional certifications to comply with privacy 

requirements when PII is involved (for example ISO/IEC 27018). 

Using Cloud Security Alliance Tools 

 Cloud Controls Matrix (CCM) – security controls framework for cloud. 

 Consensus Assessment Initiative Questionnaire (CAIQ) assessment tool based on CCM. 

 CSA STAR (Security, Trust and Assurance Registry) - provider Assurance Program. Leverages CCM 

& CAIQ as its foundation. 

Nail Your Business Case 

 SLA Must Be Complete. – No Gray Areas! Understand the application and what is in scope and 

out of scope. 

 Clarify Ownership of Tasks and Deliverables – essential for IaaS and PaaS. 

 Do not rely on Generic Definitions 

 Document Business Value Expectations 

 Define Cost to Manage Risk and Quality (Security, Archiving, Backup, DR as related to the 

application) 

SLA’s 
 

 The Master Agreement include SLA’s that outline security controls the Contractor employs 
specific to the data they are prepared to handle. 

 The CIO needs to evaluate each Master Agreement receiving a service category award (SaaS, 
PaaS, or IaaS) in order to compare services and security standards before making a 
determination as to which Contractor’s cloud solution and security controls best meets their 
program objectives and state laws. 
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CONTRACTOR INFORMATION 
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INSTRUCTIONS 
 

 HOW TO UTILIZE THIS 
 

VENDOR LIST CONTRACT FOR: 
 

 EXECUTIVE DEPARTMENTS/AGENCIES 

 DOE 

 OHA 

 UH 

 HOUSE 

 C&C OF HONOLULU 

 HONOLULU BOARD OF WATER SUPPLY 

 HART 

 COUNTY OF HAWAII 

 COUNTY OF HAWAII-DEPT OF WATER SUPPLY 

 MAUI COUNTY COUNCIL 

 KAUAI COUNTY COUNCIL & COUNTY OF KAUAI 

 COUNTY OF KAUAI-DEPARTMENT OF WATER 

 HHSC 

 COUNTY OF MAUI 

 PUBLIC CHARTER SCHOOL COMMISSION AND SCHOOLS 

 HONOLULU CITY COUNCIL 
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